
CYBER & TECHNOLOGY PRACTICE

CYBER
CLAIMS 
PROCESS 1. 2. 3. 4.

Lockton Companies LLP is authorised and  
regulated by the Financial Conduct Authority.

This document provides a general 
overview of a claims process only.  
It has been prepared for 
information purposes and as a 
guide only. This form and the 
process contained within it do 
not form part of any policy of 
insurance, nor do they amend or 
take precedence over any terms of 
the policy. For full details, please 
review the policy wording and 
discuss with your Lockton broker.

Pre-Incident Considerations

Establish incident response plan and business continuity plan
Set out processes using four stages:

Potential issue identified

If insured requires specific breach response team
•	 Must be pre-approved by insurer
•	 Ensure they understand insured’s 

business sector and have expert 
knowledge of the applicable regulators 
and privacy laws

•	 Ensure they are available to work  
across all jurisdictions/time zones

•	 Ensure they have a proven track record 
of engaging with insurers, and other 
third-party breach consultants

Does client have  
cyber policy?

Does cyber policy include  
a preapproved breach coach 
(law firm)?

Retain breach coach

Client to call Lockton, Lockton 
notifies insurer

Insurer acknowledges claim and 
begins investigation into facts 
to determine coverage policy

Insurer engages with Lockton, client  
and breach coach regarding necessary 
steps to minimise exposure

Insurer reviews proposed 
remediation measures to determine 
scope of coverage 

Post-incident considerations
•	 Forensic accounting to assist in 

quantifying business interruption losses
•	 Internal and external threat  

and vulnerability assessments  
and improvements

•	 Incident response assessment  
and improvement

•	 Education and training of employees 
and leadership

•	 Policies and procedures review  
and improvement

Contact IT forensics, legal advisers, 
PR, ransomware negotiators, credit/ID 
monitoring services as required

Consider purchasing a standalone 
cyber policy

Written consent required from insurer in 
advance of appointing any vendors who 
are not on any preapproved list, and/or 
additional expense

Call Lockton who will advise re-breach 
coach Lockton notifies insurer

As necessary, breach coach will 
assist insured to:

•	 Appoint 3rd party vendors 
including IT forensics, public 
relations and crisis management, 
ransomware negotiators, credit 
and identity monitoring services

•	 Identify notification obligations 
and assist insured in notifying 
affected individuals, regulators 
and law enforcement

•	 Respond to any 3rd party  
litigation exposure
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